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Background
Today’s world is fraught with changing circumstances.  In my field of medical reimbursement, billing, and coding, the changes are taking place at a phenomenal rate.  In the words of an elderly gentleman whom I recently met: “The world your generation is facing today is a whole lot more complex than the world was a couple of generations ago.”  One of the new developments that has rapidly taken root is the outsourcing of various industries oversees to other countries especially the healthcare industry.  The healthcare-related job functions that are being outsourced include medical coding (particularly for physicians and hospital outpatient facilities), medical transcription, medical billing, and other clerical work such as data entry for insurance firms.  I personally became aware of this issue when I learned that the very outsourcing company that I work for has a transcription division in India.  The company had proudly announced the acquisition of this division in a recent company newsletter, and I was quite taken aback.  Most recently, I had learned a friend’s story regarding oversees outsourcing in the state of Minnesota and the effect that it had on her.  She not only lost her job, but many of her colleagues lost their jobs too and even had to train some of the foreigners (in India) who would be taking their jobs.  I knew that I had been helping many students that were either from other countries or were actually in other countries and I was concerned about the possible ramifications of my actions and the possibility that I could be helping people who would end up with the jobs that my own fellow-countrymen have.  So I decided to take this question up with some of my peers in the industry.  A number of concerns were raised, one of which was the following question: Is the privacy and security of patient health information maintained during the process of offshore outsourcing?  In other words, once our personal records leave this country, how do we know that the privacy and security of that information is being maintained?    
As the discussion continued, it became quickly apparent that this indeed may be an issue, but further research was needed as to actually how much of this could be taking place and to what measures could be taken to solve the problem.  We recalled seeing several posts made by employees of these outsourced billing companies who were asking for help in coding or billing a medical record and the entire medical record including personal patient information would be posted to the Webgroup.  Another issue that was raised was the fact that when information is outsourced to one outsourcing entity, it could virtually end up anywhere on the globe.  For example, the outsourcing company that I work for has a division in India.  But what if the Indian division further outsourced their work to say Pakistan or China?  Do we have a way of confirming that this is not happening or of prosecuting any international or out-of-country entity that would do this or any other action that would be in violation of privacy and security as required by our laws?  It seemed that the patient information could be continually passed along and that there was no guarantee that the privacy and security of that information is not being compromised.  
U.S. Privacy Laws

HIPAA Privacy and Security Rules
In the United States, there is a law regarding maintaining the privacy and security of patient information.  This law is called Health Insurance Portability and Accountability Act (HIPAA).  This law has two main sections that deal with privacy and security and they are the security rule and the privacy rule (Latour and Maki, 2007).  The privacy rule specifies that healthcare organizations that handle personal health information have policies and procedures in place to ensure that this information is accessed, shared and used only for the following specific reasons: treatment, payment, and operations (TPO).  If the data is used for any other purpose other than for these three reasons, the entity must have a written authorization from the patient to use the data or distribute the data.  Treatment involves the sharing of patient information among healthcare providers such as physicians, nurses, specialists, etc, for the purpose of rendering proper patient care.  For example, when a patient is transferred to a Trauma Level II center, under HIPAA, the transferring entity is allowed to pass on patient information that they have on record so that the physicians and nurses and other health care professionals at the receiving hospital will have the proper history and information that they need to properly care for the patient.    A physician office which submits a healthcare claim to an insurance company for payment is legally sharing information for payment reasons.  A hospital that is evaluating the efficiency of its operations by using a database to analyze the length of stay or the census count for various patients is within the operations guideline.  The overarching principle in the privacy rule is to ensure that anytime a person gets access to personal health information; it is based on a need to know that information.  In other words, if a nurse just wants to find out information out of curiosity sake about a celebrity that was just admitted to the facility where she works, this access would not be based on a need to know.  
The security rule in HIPAA outlined the need for healthcare organizations to ensure that the information they have in their possession is not subject to unauthorized access.  This is the technical portion of the law which requires organizations to evaluate any sort of vulnerability of the protected health information including physical and technical threats (also called risk analysis) (Latour and Maki, 2007).  For example, they must ensure that computer monitors are not in view of public individuals who come to the nurses’ desk or the HIM office.  They must ensure that all patient records and charts or laptops or other portable data storage devices are kept under lock and key or within designated non-patient areas; they should not be out on a counter or in a chair where any public person could find them.  Then they must also make sure that the information that they have is secured from a technical standpoint.  This means that all data that is transmitted via email, between websites, or otherwise on a computer is secured or done within a secure environment such as via a virtual private network or a secure portal.  They must ensure that patient health information is properly disposed so that no other entities can access the information.
U.S. Privacy Laws for Offshoring
The history of U.S. law on private consumer health data sharing outside organizations is limited because there are no laws in the U.S. regarding personal health information not being distributed out of the country.  HIPAA law does not directly deal with this issue as we have seen above.  Two separate bills have been introduced before for this purpose, but neither was passed.  One bill was introduced by Edward Markey in the House of Representatives on May 13, 2004 (HIPAA Advisory, 2004).  Senators Hillary Clinton and Mark Dayton also introduced a similar bill to the Senate in May 2004 and both of these bills required all businesses, including healthcare entities, to obtain individual consent before using any foreign outsourcing or subcontracting service that would handle information that could be used to identify a person (Skarda-McCann, 2006).  This is different and more comprehensive than the HIPAA bill because the U.S. currently has no strong laws regarding other personal information such as that which pertains to employees in mainstream business (other than healthcare).  [There is one law called the Gramm-Leach-Bliley law which deals with the need to protect individual’s financial information, but it also makes many allowances, especially for economic reasons, that renders the law relatively ineffective (Skarda-McCann, 2006).]  The two privacy bills called for the revision of HIPAA in this regard also and it made the business liable and responsible for all unauthorized healthcare information disclosures and for obtaining all necessary information about any of the outsourcing services that they use and whether or not they outsource to foreign entities.  It also called for a limitation on which other countries can handle any outsourced personal information to those that meet at least basic privacy requirements.  The bill introduced by Markey was more extensive than the Clinton-Dayton bill in that it granted a private citizen the power to “enforce” the law by seeking damages upon any unlawful disclosure of personal information.  The Markey bill also granted individual courts and states (like South Carolina or California) the authority to pursue entities that have violated the privacy requirements and demand that they return any damages to the individuals involved.  The Clinton-Dayton bill left the enforcement responsibility only to the Federal Trade Commission.  The Markey bill was also more stringent in that it included more exact definitions for a foreign country that meets privacy requirements for offshore outsourcing.  Under this bill, the country must have restrictions like the ones in those countries in the European Union (EU) that have met EU’s requirements for privacy (EU’s privacy requirements are among the strictest and most comprehensive in the world).  A weakness in both of these proposed privacy laws is that the responsibility lies on the consumer to ensure that their information is not outsourced to foreign soil.  For cases when the consumer does not refuse this, the requirements for ensuring the foreign outsourcing is compliant with privacy laws are lean.  Also, the ability to pursue any entity that violates these laws was not outlined in either of these bills.  As the vast majority of consumers are not aware that their information could be processed oversees and of the risks involved with that, they may choose to allow their information to be processed on foreign soil without giving it a second thought. 
Privacy Laws in Other Countries
Of all the countries/entities in the world, Australia, Canada, and the EU have some of the strictest laws regarding the privacy and security of personal health information.   It is interested to not that for a long time, India, which is one of the major countries where personal health information is outsourced to, has had virtually no laws regarding privacy issues.  Australia’s laws regarding the privacy of health information (cite reference) include the provision that protected health information should never leave the country at all except without the consumer’s consent.  The Office of the Federal Privacy Commissioner explains the law in this way: 
“If health information needs to be transferred out of Australia, this may occur if laws (or a scheme) with similar privacy protection to these principles bind the recipient.  Otherwise, health information should only be transferred with the consumer’s consent, or if other provisions under this principle apply (2001).” 

Australia’s example is a good one as far security is concerned because this law eliminates many of the security risks involved with allowing patient information to go outside the country.  In addition, if some entity within the country did try to utilize an offshore outsourcing entity in a country that did not have laws that held the entity responsible for privacy similar to the laws in Australia, that entity could be prosecuted under the law of the country.  One weakness in Australia law is that it does not specify a definite recourse for individuals to pursue damages done through the unauthorized use of personal information, nor does it specify any provisions for punishing entities that violate the privacy laws; it leaves primary enforcement of this law to the Office of the Federal Privacy Commissioner.
Canada’s laws also deal with privacy of health information and how that information should not be utilized in certain ways without the patient’s consent.  The law specifies some ways in which private information can be used or disclosed without the consent of that person, however.  Canada’s laws specify the protection of “personal information transferred in electronic transactions” (Skarda-McCann, 2006). Canada law also mentions or acknowledges individual privacy rights.  What is also admirable about Canadian privacy law is that it provides individuals a recourse for pursuing any damages caused by an unauthorized disclosure or use of personal information.  Unlike the U.S. HIPAA laws, Canadian law also covers personal information that is not related to a person’s health.  Although Canadian law does not directly prohibit outsourcing of private information to foreign countries, Canadian healthcare businesses have to be careful because there have been incidences of outsourcing to the United States that were not authorized under Canadian privacy laws.  Once incident of this taking place involved a U.S. based firm named Maximus.  A Canadian province was considering a contract with this company, but the issue was that the U.S.-based company would have access to personal health information that could be used in a manner against Canadian health and privacy laws. (Jones, 2005).
The European Union, which is a confederation of various countries in Europe, has also established privacy laws.  These laws are some of the most stringent laws in the world.  The EU even has laws about the privacy of the information pertaining to the employees of a regular business and does not just deal with health-related information like the U.S..  Outsourcing of personal information to other countries is made virtually impossible under these laws if the other country does not have comparable laws regarding privacy.  Because many countries do meet have the same privacy restrictions as the EU, the Safe Harbor Program was established to allow personal data to be outsourced to a country outside the union as long as the country has “comparable” privacy laws (Skarda-McCann, 2006).  The EU as whole acknowledges an individual’s right to privacy.



Privacy Breaches In Spite of Laws

One thing that is significant is that while a country may have laws, the enforceability or teeth on the law can be surprisingly lacking.  One of the challenges involved in enforcing privacy laws is the sheer amount of information that is available and the ease with which it can be distributed especially with technology such as computers and the Internet.  It is one thing if you only have a hard paper copy of some information.  There are watermarks and other ways that could possibly be used to detect that the information has been copied and distributed to others.  Mostly though, the information is limited to the local area where it resides and could not end up in near as many hands as easily as it could in computerized form.  For example, a recent privacy breach involved about 50 people’s private information regarding their enrollment in an AIDS drug assistance program through hard-copy mail; but other recent cases, where the information was computerized, involved inadvertent disclosure of information pertaining to thousands of people (Health Privacy Project, 2007).  With a computerized form of information, there is the potential for that information to be posted to websites and viewed by thousands in a very short period of time and with little effort on the part of the person posting the information.  The information could also be forwarded as an attachment to scores of people instantly via email.  Another challenge in enforcing privacy laws in this information age is the fact that we now have portable computers such as laptops and handhelds that are capable of holding hundreds over thousands of people’s data.   This situation makes it easy for a large amount of information to be stolen or be lost without easy detection or notice.  Many privacy breaches have been made possible through the loss or theft of portable computers (desktops and especially laptops) or computerized storage devices such as back-up disks or tapes or CDs or digital tape.  Additionally, information that is within a computerized network can be vulnerable to        , pinging, and other threats by cyberspace criminals (Baase, 2003).  A third issue is the fact that many employees are able to work independently from their homes or other remote locations and the supervision that would normally be in the office is not there.  These challenges make it difficult to enforce privacy laws in today’s world.  
Take for example, the enforcement of HIPAA law in the United States.  It is important to note that this law does not provide comprehensive privacy provisions nor does it actually acknowledge every U.S. citizen’s right to privacy (Skarda-McCann, 2006).  The entity responsible for enforcing HIPAA law is the federal Office for Civil Rights, which is a branch of the U.S. Department of Health and Human Services.  The only consequences that have been imposed against entities responsible for privacy breaches in the U.S. have been imposed by the U.S. Department of Justice and that department has only been successful at punishing less than 10 cases of breaches (Health Privacy Project, 2007).  There have been many breaches of this law without the responsible entities having been prosecuted under the law.  Oftentimes, it is difficult to determine the individual responsible for the privacy breach.  For example, if a laptop is stolen, the healthcare entity does not know who stole it, but they are still responsible under HIPAA to immediately inform the individuals involved and remedy the situation for the future by upgrading their privacy and security practices.  Unfortunately, HIPAA provisions for penalties for privacy and security breaches is severely lacking.  Even private citizens have limited recourse for bringing entities that are responsible for mishandling their information to a court of law for justice (Skarda-McCann, 2006).  The opportunities for such recourse for private individuals is limited to those few instances where the state has enacted more stringent privacy laws and has courts that recognize the citizen’s right to privacy and that any personal adverse effects that take place due to a  breach or violation of that right should be corrected or reimbursed by the responsible entity.  
One of the most striking illustrations of the lack of enforceability of HIPAA laws involves the U.S. government itself, in particular the health-related entities that operate under the government such as the Veterans Administration (VA), Medicare, etc.  Several privacy breaches have involved the VA in the past several years which involved stolen computers and other items containing personal information.  One notable event took place on August 8th, 2006 wherein a desktop was stolen that contained private information about 38,000 individuals (Health Privacy Project, 2007).  A study was recently conducted by the Government Accountability Office (GOA) on various Medicare, Medicaid, and Tricare contractors and the GOA published its findings in 2006.  This study involved an investigation into the outsourcing services that these three entities used to process personal health data and whether or not they were domestic or foreign.  The GOA also questioned the contractors about which countries they outsourced their work to and one of the most striking statistics was that the highest percentage of those that used offshore outsourcing, outsourced to India.  (U.S. Government Accountability Office, 2006).   This is very concerning because at the time of the study, India had no privacy law about personal data being protected.  Another striking statistic was that many contractors did not even know whether or not the outsourcing entity that they used involved any offshore entities or foreign entities in any contractual or sub-contractual agreements.  (U.S. Government Accountability Office, 2006)  Interestingly enough, this is consistent with a survey performed by the American Health Information Management Association and the American Hospital Association along with the American Medical Association back in May 2006.  Rita Scichilone and Scott MacKenzie prepared the report that detailed their findings and analysis of the data from the survey, and they indicated that 12 % of the respondents who stated they used outsourcing services did not know whether or not those services were domestic-based only or foreign-based.  This lack of uncertainty regarding such a serious issue is concerning.   Even more concerning is the fact that the government health contractors and agencies in the GOA study acknowledged that the U.S.-based outsourcing entities that they used involved multiple other entities in sub-contractual agreements; in other words, the outsourcing entity passed on the work to another entity and that entity passed on the work another entity (U.S. Government Accountability Office, 2006).   What a serious issue in light of the fact that, in general, most privacy breaches take place when information is being outsourced to another entity (Skarda-McCann, 2006).  

Other countries that have privacy laws may not enforce them.  For example, the European Union has very strict and comprehensive laws regarding the data privacy, but all the countries in the EU did not comply with those laws within the time period given within the law.  What is interesting to note is that while the U.S. does not have as comprehensive a set of privacy laws, the U.S. sets an example for Europe in the area of posting privacy policies on business websites or providing “opt-out” options (Baase, 2003).  A study conducted by an international consumer organization concluded that the majority (60%) of U.S. websites are in compliance with these safeguards while the majority (70-80%) of European sites are not (Baase, 2003).  In contrast to the general apparent lenience regarding privacy law enforcement throughout European countries, one attorney has concluded that “Spain has a reputation as the most aggressive country when it comes to fining companies over data privacy violations” (Frauenheim, 2006).  
There have been several incidences of cases where privacy breaches have taken place or almost took place in the setting of offshore outsourcing.  Perhaps the most popularized incident of a near-privacy breach was related to the transcriptionist in Pakistan that threatened to post private patient information if she was not paid.  In the first incident, the healthcare organization was not even aware that 3 entities were involved with patient information other than the single entity that they had originally outsourced their transcription work to (Skarda-McCann, 2006).  The work had passed first from the outsourcing company California to an individual in Florida and second from the Floridian to a Texan and third from the Texan to someone outside the U.S through a complicated tangle of subcontracting relationships.  Another analogous incident took place where a group of workers threatened to publish private information if they were not given a certain amount of money (Skarda-McCann, 2006).   The patients involved in this incident were never informed by the healthcare provider that their information was being processed oversees.  The laws in the U.S., including HIPAA, do not emphasize the liability of a healthcare provider in regards to knowing where private information will end up when using an outsourced entity.  Since the domestic entity is not liable, the multiple foreign entities that may be involved in contractual and sub-contractual relationships are not bound by any U.S. law either, nor can a private individual determine which entity was responsible for the breach and pursue any damage from that entity.
Conclusion and Recommendations
From the above-review or outline of the issues, laws, previous privacy breaches, etc., it would seem in the best interest of any healthcare provider to take all necessary precautions to reduce the risk of privacy breeches taking place that are related to outsourced entities.   One major problem is that providers and individuals simply are not aware of the privacy and security risks that come with outsourcing information especially to foreign entities.  A suggested way to create awareness is to publish articles in popular business and consumer periodicals.  Professional associations have tried to do this in the past such as the American Medical Association.  In 2005, this association drafted a resolution which basically called for action by the association members to ensure that physicians are protected from being liable for privacy breaches originating from foreign entities to whom they have outsourced their work (Robeznieks, 2005).  One very good idea that a supporter of this resolution had was the following: “a clearinghouse maintained by hospitals, states or medical specialty societies that certifies foreign vendors that are HIPAA-compliant and says ‘These people are following the rules’” (Robeznieks, 2005).  Other ways to create awareness is for privacy experts and others especially in the health information management and reimbursement community to research these issues further and report on them.  There are several popular journals like Advance for HIM professionals, For the Record, Journal of AHIMA, the Journal of the American Medical Association, Part B News, and the Journal of the American Academy of Family Physicians that could be used to get the word out.  These individuals could also do presentations at popular and major meetings or networking events that many providers and other allied health professionals attend annually such as the AHIMA or HIMSS conventions.  In all our writing and presenting, the overarching message should be that healthcare providers such as hospitals, medical centers, and physician offices are responsible for any breaches of privacy regarding the information that is entrusted to them.  They should consider the possibility that they could be liable if a 3rd degree outsourced entity ends up using the information in an unwarranted manner.
Every healthcare provider or entity that handles healthcare information should carefully evaluate their outsourcing decisions with consultation and input from IT security, outsource consulting, and legal personnel to examine the contract to ensure that all security protocols are in place and that the outsourcing entity is responsible for ensuring these protocols are adhered to under the law and per the contract terms. (Whitman and Mattord, 2005).  For example, within the contact, it should be specified that the entity must disclose all other additional outsourcing that is done and which entities are involved and where those entities are located.  The healthcare provider should have the opportunity to also review the contracts that the outsourcing entity has with any other entities that are involved with handling the patient information.  And within the contract, they need to ensure that the entity is required to inform them of any inadvertent or purposeful privacy or security breaches that take place (U.S. Government Accountability Office, 2006).  
This information also applies to the insurance companies that providers choose to contract with or participate with.  Since insurance companies are using offshore outsourcing for various functions such as data processing, a provider needs to investigate the insurances that they are contracted with and make sure to include the same provisions that they would include for an outsourced entity for the insurance company as well.  In this way, insurance companies will be motivated to ensure that they follow all the proper privacy and security precautions.  Employers must also take these same precautions when selecting an insurance company to outsource healthcare benefits to for their employees. 
 
A discussion about privacy in outsourcing is not complete without discussing some possible motivations for outsourcing.  One of those motivations is the fact that outsourcing can save a provider costs that would be associated with maintaining their own staff to perform all the functions needed for the organization to run.  A healthcare provider has to assess the risk that is being taken when outsourcing such as the likelihood of information being accessed or distributed without authorization.  If a privacy breach occurs, this situation has the potential of ruining the whole reputation of a company (Frauenheim, 2006).  Another issue without outsourcing is that some outsourcing entities have employees that have not been adequately trained for the jobs functions that they perform.  Therefore a provider risks loosing a great deal of money from his practice if the outsourcing entity does not perform billing or other related functions to the highest degree of accuracy.  

It is also in the best interest of any country, including the United States, to evaluate their laws and ensure that they have made adequate provisions for their citizens to keep their information secure.  The citizen should have the right to maintain their information within the country if they so desire, and they have a right to know where their information is going and what entity is handling it if it is being outsourced.  The citizen needs this information in order to be able to seek relief in the case that a privacy breach does take place and the law needs to make allowances for all other necessary punishments to be enforced on violators.  The example of Australia in not releasing information to any country that does not have comparable laws is one to emulate also.  A country should ensure that any other country to which private information will be sent, has privacy laws just as strict and just as enforceable as their own.  We, as citizens of the U.S. have the potential of convincing our lawmakers to establish adequate laws that provide adequate recourses for those who have been victims of privacy breaches (Skarda-McCann, 2006).  It is our personal responsibility to continue to research the challenges and collaborate with others in our profession to create awareness among the general masses of these problems and to motivate them to take action before other serious incidents take place.  If privacy breaches are already happening within the U.S. without proper investigation and any required prosecution, those that take place on other soil certainly cannot be rectified or dealt with according to the dictates of the law.  
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